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Project rationale

DNSSEC has seen widespread
adoption over the past decade ccTLD DNSSEC Status on 2020-09-14
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Almost all top-level domains are now
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High-value domains (such as TLDs) need
strong key protection

Often use HSMs to protect key material
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Ceremonies

HSMs for high-value domains are often air-
gapped for additional security

Signing with keys in air-gapped HSMs
requires a process or ceremony

E.g. done for the DNS Root (organised by
IANA)

Ceremonies are sometimes witnessed by »& BaS
community representatives or stakeholders I oo @ & Voibe (D 3

source: https://www.iana.org/dnssec/ceremonies
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e Until now, these key ceremonies
are often bespoke in terms of
process and tooling

e Making standardised guidelines
can help the community; we
documented this

e Ensure secure ceremonies and
help automate the process

Ceremony requirements & design
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About this document

This document is intended for operators of high value domains that deploy, or intend to deploy DNSSEC, and that want to take
security measures to protect their DNSSEC key material. In particular, this document is intended for setting up protection measures
for so-called "offline Key Signing Keys", in which the root signing key in a domain is stored away from the DNSSEC signing system, or
possibly even "air gapped".

We assume readers are familiar with DNSSEC terminology, in particular with the concepts of Key Signing Keys (KSKs), Zone Signing
Keys (ZSKs) and key rollovers.
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o Better standardisation enables better
automation

e \We introduce the concept of a "recipe";
coherent set of instructions for key
ceremony automation in the secure
environment with the air-gapped HSM

e Built the tools to execute recipes and
prototype integration with

OpenDNSSEC signer

Automation with recipes

An example of a recipe with the most common action types is given below:

{
"recipeSpecVersion": "v1.0",
"recipe":
{
"preamble": { ... },
"actions":
[
{ "actionType": "haveKey", "actionParams": { ... }, "cooked": { ... } },
{ "actionType": "haveKey", "actionParams": { ... }, "cooked": { ... } },
{ "actionType": "deleteKey", "actionParams": { ... }, "cooked": { ... } },
{ "actionType": "generateKey", "actionParams": { ... }, "cooked": { ... } },
{ "actionType": "produceSignedKeyset", "actionParams": { ... }, "cooked": { ... } },
{ "actionType": "produceSignedKeyset", "actionParams": { ... }, "cooked": { ... } },
1
}
}

The parameters for each of the action types are specified further down.
Specifying keys

The recipe specification is designed to be flexible in how keys are specified, in particular keys that are part of a keyset that needs to
be signed in a produceSignedKeyset action. Two models are supported, a model in which all keys, including ZSKs, are generated in
the "bunker" , and a model in which some keys are generated outside of the "bunker", but need to be included in the signed keyset.
This means that there are also two ways to specify keys in action parameter sets: by reference, or direct. The two ways to specify
keys are shown in detail below:

Key by reference:
This way of referring to keys may be used in havekey , deleteKey , generateKey and produceSignedKeyset actions.

Keys are specified as follows:

"keyType": "byRef",
"keyAlgo": INTEGER,
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Future work

& github.com

About this document

This document specifies the file format for DNSSEC Key Signing Ceremony

- Recipes. A recipe is a single document that specifies all of the actions that
e Get community feedback! pes-Arecipe s 2 Sng :

must be performed in the secure environment in which offline key material is
stored and in which the key signing ceremony takes place. The recipe file
format is used by the tools included in the DNSSEC Key Signing Suite.

e |f an interest exists, take recipe API
to IETF for standardisation

Terminology

We foresee this document potentially evolving into an Internet draft; for this
reason, this document uses the key words "MUST", "MUST NOT",
"REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",

O Ad o pti o n by oth e r O S S D N SS EC "RECOMMENDED", "MAY" and "MAY NOT" in accordance with the

guidelines set out in RFC 2119 [1].
implementers ntroduction

The goal of the DNSSEC Key Signing Suite is to support owners of high value

domains ‘such as tog—level domainsz with kex ceremonies that relx on offline
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Further reading

 \We wrote a blog about the project:
https://blog.nlnetlabs.nl/supporting-dnssec-key-signing-ceremonies/

M 0O = & blog.ninetlabs.nl & O i (m]

g NNNNNNNNN Home DNS RPKI Research Development NLnetLabs website

Supporting DNSSEC Key Signing
Ceremonies

By Berry van Halderen and Roland van Rijswijk-Deij
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Thank you! Questions?

https://ninetlabs.nl/
W @nlnetlabs

labs@nlnetlabs.nl
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